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§ 73.54 Protection of digital computer 
and communication systems and 
networks. 

By November 23, 2009 each licensee 
currently licensed to operate a nuclear 
power plant under part 50 of this chap-
ter shall submit, as specified in § 50.4 
and § 50.90 of this chapter, a cyber secu-
rity plan that satisfies the require-
ments of this section for Commission 
review and approval. Each submittal 
must include a proposed implementa-
tion schedule. Implementation of the 
licensee’s cyber security program must 
be consistent with the approved sched-
ule. Current applicants for an oper-
ating license or combined license who 
have submitted their applications to 
the Commission prior to the effective 
date of this rule must amend their ap-
plications to include a cyber security 
plan consistent with this section. 

(a) Each licensee subject to the re-
quirements of this section shall provide 
high assurance that digital computer 
and communication systems and net-
works are adequately protected against 
cyber attacks, up to and including the 
design basis threat as described in 
§ 73.1. 

(1) The licensee shall protect digital 
computer and communication systems 
and networks associated with: 

(i) Safety-related and important-to- 
safety functions; 

(ii) Security functions; 
(iii) Emergency preparedness func-

tions, including offsite communica-
tions; and 

(iv) Support systems and equipment 
which, if compromised, would ad-
versely impact safety, security, or 
emergency preparedness functions. 

(2) The licensee shall protect the sys-
tems and networks identified in para-
graph (a)(1) of this section from cyber 
attacks that would: 

(i) Adversely impact the integrity or 
confidentiality of data and/or software; 

(ii) Deny access to systems, services, 
and/or data; and 

(iii) Adversely impact the operation 
of systems, networks, and associated 
equipment. 

(b) To accomplish this, the licensee 
shall: 

(1) Analyze digital computer and 
communication systems and networks 
and identify those assets that must be 

protected against cyber attacks to sat-
isfy paragraph (a) of this section, 

(2) Establish, implement, and main-
tain a cyber security program for the 
protection of the assets identified in 
paragraph (b)(1) of this section; and 

(3) Incorporate the cyber security 
program as a component of the phys-
ical protection program. 

(c) The cyber security program must 
be designed to: 

(1) Implement security controls to 
protect the assets identified by para-
graph (b)(1) of this section from cyber 
attacks; 

(2) Apply and maintain defense-in- 
depth protective strategies to ensure 
the capability to detect, respond to, 
and recover from cyber attacks; 

(3) Mitigate the adverse affects of 
cyber attacks; and 

(4) Ensure that the functions of pro-
tected assets identified by paragraph 
(b)(1) of this section are not adversely 
impacted due to cyber attacks. 

(d) As part of the cyber security pro-
gram, the licensee shall: 

(1) Ensure that appropriate facility 
personnel, including contractors, are 
aware of cyber security requirements 
and receive the training necessary to 
perform their assigned duties and re-
sponsibilities. 

(2) Evaluate and manage cyber risks. 
(3) Ensure that modifications to as-

sets, identified by paragraph (b)(1) of 
this section, are evaluated before im-
plementation to ensure that the cyber 
security performance objectives identi-
fied in paragraph (a)(1) of this section 
are maintained. 

(4) Conduct cyber security event no-
tifications in accordance with the pro-
visions of § 73.77. 

(e) The licensee shall establish, im-
plement, and maintain a cyber security 
plan that implements the cyber secu-
rity program requirements of this sec-
tion. 

(1) The cyber security plan must de-
scribe how the requirements of this 
section will be implemented and must 
account for the site-specific conditions 
that affect implementation. 

(2) The cyber security plan must in-
clude measures for incident response 
and recovery for cyber attacks. The 
cyber security plan must describe how 
the licensee will: 
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(i) Maintain the capability for timely 
detection and response to cyber at-
tacks; 

(ii) Mitigate the consequences of 
cyber attacks; 

(iii) Correct exploited vulnerabilities; 
and 

(iv) Restore affected systems, net-
works, and/or equipment affected by 
cyber attacks. 

(f) The licensee shall develop and 
maintain written policies and imple-
menting procedures to implement the 
cyber security plan. Policies, imple-
menting procedures, site-specific anal-
ysis, and other supporting technical in-
formation used by the licensee need 
not be submitted for Commission re-
view and approval as part of the cyber 
security plan but are subject to inspec-
tion by NRC staff on a periodic basis. 

(g) The licensee shall review the 
cyber security program as a component 
of the physical security program in ac-
cordance with the requirements of 
§ 73.55(m), including the periodicity re-
quirements. 

(h) The licensee shall retain all 
records and supporting technical docu-
mentation required to satisfy the re-
quirements of this section as a record 
until the Commission terminates the 
license for which the records were de-
veloped, and shall maintain superseded 
portions of these records for at least 
three (3) years after the record is su-
perseded, unless otherwise specified by 
the Commission. 

[74 FR 13970, Mar. 27, 2009, as amended at 80 
FR 67275, Nov. 2, 2015] 

§ 73.55 Requirements for physical pro-
tection of licensed activities in nu-
clear power reactors against radio-
logical sabotage. 

(a) Introduction. (1) By March 31, 2010, 
each nuclear power reactor licensee, li-
censed under 10 CFR part 50, shall im-
plement the requirements of this sec-
tion through its Commission-approved 
Physical Security Plan, Training and 
Qualification Plan, Safeguards Contin-
gency Plan, and Cyber Security Plan 
referred to collectively hereafter as 
‘‘security plans.’’ Current applicants 
for an operating license under 10 CFR 
part 50, or combined license under 10 
CFR part 52 who have submitted their 
applications to the Commission prior 

to the effective date of this rule must 
amend their applications to include se-
curity plans consistent with this sec-
tion. 

(2) The security plans must identify, 
describe, and account for site-specific 
conditions that affect the licensee’s ca-
pability to satisfy the requirements of 
this section. 

(3) The licensee is responsible for 
maintaining the onsite physical protec-
tion program in accordance with Com-
mission regulations through the imple-
mentation of security plans and writ-
ten security implementing procedures. 

(4) Applicants for an operating li-
cense under the provisions of part 50 of 
this chapter or holders of a combined 
license under the provisions of part 52 
of this chapter, shall implement the re-
quirements of this section before fuel is 
allowed onsite (protected area). 

(5) The Tennessee Valley Authority 
Watts Bar Nuclear Plant, Unit 2, hold-
ing a current construction permit 
under the provisions of part 50 of this 
chapter, shall meet the revised require-
ments in paragraphs (a) through (r) of 
this section as applicable to operating 
nuclear power reactor facilities. 

(6) Applicants for an operating li-
cense under the provisions of part 50 of 
this chapter, or holders of a combined 
license under the provisions of part 52 
of this chapter that do not reference a 
standard design certification or ref-
erence a standard design certification 
issued after May 26, 2009 shall meet the 
requirement of § 73.55(i)(4)(iii). 

(b) General performance objective and 
requirements. (1) The licensee shall es-
tablish and maintain a physical protec-
tion program, to include a security or-
ganization, which will have as its ob-
jective to provide high assurance that 
activities involving special nuclear ma-
terial are not inimical to the common 
defense and security and do not con-
stitute an unreasonable risk to the 
public health and safety. 

(2) To satisfy the general perform-
ance objective of paragraph (b)(1) of 
this section, the physical protection 
program must protect against the de-
sign basis threat of radiological sabo-
tage as stated in § 73.1. 

(3) The physical protection program 
must be designed to prevent significant 
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